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Important User Information

Solid state equipment has operational characteristics differing from those of electromechanical equipment. Safety Guidelines
for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from your local Rockwell
Automation sales office or online at http://www.rockwellautomation.com/literature/) describes some important differences
between solid state equipment and hard-wired electromechanical devices. Because of this difference, and also because of the
wide variety of uses for solid state equipment, all persons responsible for applying this equipment must satisfy themselves that
each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liahility is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

ATTENTION
Identifies information about practices or circumstances that can lead to personal injury or death, property damage,
or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence

SHOCK HAZARD
Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may
be present.

BURN HAZARD
Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach

dangerous temperatures.
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Introduction
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Network Address Translation (NAT) is a technology that provides machine
builders and automation engineers with the flexibility to build each of their
machines using the same IP addresses, while allowing the machines to
communicate with the larger manufacturing environment, requiring a unique
IP address. NAT also provides a level of inherent security because end devices
can be made available to the larger manufacturing environment only as
necessary.

The Stratix 5700 NAT"s hardware-based implementation makes it one of the
fastest and most scalable solutions available. The Stratix 5700 allows users
more flexibility as a switch-based NAT solution and provides built-in resiliency
and redundancy protocols.

Imagine a manufacturing plant with 12 injection molding machines. Each
molding machine has a ControlLogix system with I/O and an Ethernet
module. These 12 machines are identical and from the same Original
Equipment Manufacturer (OEM). All of the machines need to be connected
on the plant/corporate networks for the HMI and Histotian functions.

Without NAT:

* The OEM would need to give 12 unique IP addresses.
¢ The OEM would need to maintain 12 different ACD files.

* A change to a machine would require 12 changes to be made in the plant
or at the OEM.

With NAT:

* Each machine would be configured with the same IP addresses.

* Number of projects to be maintained is reduced to one.

The implementation of NAT in the Stratix 5700 switch is distinct in these ways:

1. One-to-one NAT—the switch uses one-to-one NAT, rather than one-to-many NAT.
One-to-one NAT requires that each source address translates to one unique
destination address. Unlike one-to-many NAT, multiple source addresses cannot share
the same destination address.

2. Layer 2 implementation—the switch’s implementation of NAT operates at the Layer 2
(MAC) level. At this level, the switch translates IP addresses and does not act as a
router.

This Quick Start will take you through the process of configuring NAT on the
Stratix 5700 that will translate private addresses to public addresses on a single
VLAN and route to an HMI server on a separate VLAN through a Layer 3
switch.

Assume the manufacturing plant has 12 PC work stations with the 12 new
injection mold machines from the Injection OEM. Each machine is identical
and has an identical IP address assigned to it. Each machine has a Stratix 5700
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NAT switch installed with a PC, a ControlLogix controller and I/O attached
to it and everything is running on EtherNet/IP. The plant has created a new
central site operations control station with an HMI that will report
connectivity status for each station’s machine to ensure data collection. Each
of the machines should be connected to the overall plant network to allow the
HMI server to report connectivity status.

The goal is to:

* Maintain only one Logix program for all 12 machines.

* Not have to reconfigure every device on each machine with new IP
addresses.

* Connect to the plant network for data collection.

* Report connectivity status to HMI server.

The problem is that if each machine is identical and connected as is, this causes
duplicate IP address errors on our network.

NAT is how we are going to solve this problem. This Quick Start helps you
implement NAT on the Stratix 5700 in a manner that gives your PC and your
controller a unique address on the Plant network to make communication to
the HMI possible.

This Quick Start takes you through the process of configuring NAT on the
Stratix 5700 switch t enable devices with existing private IP addresses to be
assigned a unique public address. This allows communication from all
machines with identical private IP addresses to communicate to an HMI server
residing on a different subnet on the plant network. Each machine is assigned
a unique public IP address.

Publication IASIMP-QS038A-EN-P - June 2013



Preface

PUBLIC

WLAN 10
Network Address
Subaet Maik
Dlult Gatway
WLAN 30
Natwork Addrass
Subaet Matk
Default Gateway

10.10.100 _"I"il 17—y
3255.255.255.0 ." —LAN ——
gt gt
LB . -

1010, 10354

jLER TR R

Orfualt Gisteway 1921601 204
PRIVATE

10.10.30.0 Stratix 8300
igiigslsﬁrpsan Layer 3 Switch HWl
: 10:10.30,101
L
f/

PRIVATE

Publication IASIMP-QS038A-EN-P - June 2013



Preface

Notes:

6 Publication IASIMP-QS038A-EN-P - June 2013



Chapter 1

Configuring and Verifying Network Address
Translations

Assumptions

Togp Coriroller

This Quick Start operates under the following assumptions:

* The PC is connected to port fal/1 on the Stratix 5700.

The 1756-EN2TR is connected to port fal/6 on the Stratix 5700.
The 1734-AENTR is connected to port fal/8 on the Stratix 5700.
* The Gigabit port 1 is connected to the Stratix 8300 (layer 3 switch).

* All devices are configured with the IP addresses shown in the IP
Address column of the table below.

Device IP Address Translated IP Address
PC 192.168.1.1 10.10.10.11
1756-EN2TR 192.168.1.3 10.10.10.101
1734-AENTR 192.168.1.9 N/A
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Device IP Address Translated IP Address
Stratix 5700 192.168.1.201 N/A

HMI Server 10.10.30.1 N/A

Default Gateway VLAN 10 (Stratix 8300) 10.10.10.254 192.168.1.254

When routing through a layer 3 device; devices on the private subnet need to
communicate with devices on the public network using their public address due to the fact
a default gateway translation is in place, enabling routing to different subnets. Public
devices always use the private device's public translation to communicate with a device
on the private network.

Configure NAT inthe Stratix 1. TLaunch Internet Explorer.

5700 using the Device 2. Type the Stratix 5700 IP address, 192.168.1.201, in the address bar and
Manager Web Interface click Enter.

S lateriact Enplorer ¢anisl display Hse webpage - Windows [nlemet Explorer

—
M I —=

3. Enter the switch name and password.

4. The Stratix 5700 Device Manager opens. In the left pane shown below,
expand the Configure folder and then click NAT.
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The NAT page opens.

5. From the NAT page, shown below, you can configure your NAT
Instances.

EEEEEREEEEEREEE

HNAT Instancos:
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To configure NAT, you create one or more unique NAT instances. In a typical
implementation, only one instance is required. A NAT instance contains entries that define
each address translation, as well as other configuration parameters.

The translations you define depend on whether traffic is routed through a layer 3 switch or
router or a layer2 switch. If traffic is routed through a layer3 switch or router, you define
the following:

o A private-to-public translation for each device on the private subnet that needs to
communicate on the public subnet.

e A gateway translation for the layer3 switch or router.

You do not need to configure NAT for all devices on the private subnet. For example, you
can choose to omit some devices from NAT to increase security, decrease traffic on the
port, or conserve public address space.

7. Type the name of your NAT instance into the Name field.

8. Select the interfaces and VLANS to assign to this instance.

General | Fublic ta Private | Advsnosd

narma [Coickamr_1 A

Pravide Private subeat davican unique [P

Selact Typs = Prisvats

When assigning VLANs to a NAT instance, consider the following:

o NAT supports both trunk ports and access ports.

o NAT does not change VLAN tags. This means both your private and public subnets,
while different, need to share the same VLAN to communicate.

® You can assign a maximum of 128 VLANSs to one or more instances.

¢ You can assign the same VLAN to multiple instances as long as the VLAN is associated
with different ports. For example, you can assign VLAN 1 to both instance A and
instance B as long as VLAN 1 is associated with port Gi1/1 on instance A and port
Gi1/2 on instance B.

e By default, each instance is assigned to all VLANs on port Gi1/1 and no instances on
port Gi1/2. VLANSs associated with a trunk port may or may not be assigned to a NAT
instance:

e |fa VLAN is assigned to a NAT instance, its traffic is subject to the configuration
parameters of the NAT instance.

e |fa VLAN is not assigned to a NAT instance, its traffic remains un-translated and is
always permitted to pass through the trunk port.

Publication IASIMP-QS038A-EN-P - June 2013
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9. For this example, use VLAN 10 and interface Gil/1. Leave VLAN 10
checked and deselect all others.

Gil/1 WLANS

-
W 10
'-Zﬂ

r B native vian)

=

10. From the NAT Instances window, click Create Entry/Range.

Grnarsl | Pustic 1o Prvats | Advanced |

Hama Im_1 SRS WLANS
Provids Privets rubnat Javices uniges 1P sddranrss on the Publc subnet I_ i ;I
F a0
Galaot Typs = Priwats Fubilis R angs Trobirint Maik I s

T s snative o an)

Ld|
— G2 WLAke
= ra L]
Croota EniryfPionge | Craom Subnst | Moddy | Deleta | L
Catwmay TranslaBon ™ s%¥ination van)
Buklic Ervatn
——— r =

This example translates a single address. To translate multiple addresses
in the private subnet, click Create Subnet.
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11. Enter 192.168.1.1 in the Private IP Address field, type and in the
Public IP Address field type the public address assigned to the PC.

Create Entry /Range

Private IP addrass I'I 92.168.1.1

Public 1P Address | [10.10.10.11

Range |1
Effective Private Range 1%2.162.1.1

Effective Public Range 10.10.10.11

Done Cancal

12. Click Done.

13. Repeat steps 9 - 11 to create an entry for the ControlLogix Ethernet
card. Machine 1’s Ethernet card’s private IP address is 192.168.1.3.

Create Entry/Range

Brivate 1P Addrass |'l‘.-]2_1E.E|_1 3

Public TP Addrass [lﬂ.lﬂ.]ﬂ.ml ‘

Range |1 \

Effactiva Privata Ranga 192.165.1.2

Effactive Public Ranga 10.10.10.101

Done Cancel

14. Define a gateway translation for the layer 3 switch or router as shown
below. This example uses a Stratix 8300 at the layer 3 switch.

Gateway Translation

Fublic Private
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The public IP address of the default gateway (Stratix 8300) for VLAN
10 is 10.10.10.254. Type 10.10.10.254 in the Public field as shown.

To assign a private address for the default gateway, choose a unique
unused address on the private subnet. This example uses 192.168.1.254.

15. Enter 192.168.1.254 in the private field as shown below. Devices in the
private subnet will use 192.168.1.254 as their default gateway.

General | Pubdic b Privats | Advanied |
samna i Guickstart_1 RS WLAKS
Frovids Privets rubnat devicer unigus [P addeeprar on the Public rubnat: - x 'd
F 1
Halact Typa = Brivata Public Range Hubeet Mask oz
r Gingle 19 168,85, 10, 20,10, 101 i [T s9mnastive siand
r mingls 13216801 10,20.10.11 1
=l
G W LANS
ra &
(T
Creota Entyonge | CresteSubnen | Modidy | Deless | =
L]
Gatmrary Franslation ™ s¥simation slan)
[t | Private
10.10.10.254 192 1681264 =l

16. Click Done.

17. Click Submit.

Checking connectivity Use the PING utility to check the connection between your PC and the HMI

Servet..
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Statistics
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From Windows, launch the Command Prompt and enter ping 10.10.30.101.
10.10.30.101 is the IP address of the HMI Server. You should receive replies. If
not, check your configuration.

T Adminivle ol or: Conumasd Promegt =18 ﬁj

Statistics for NAT on the Stratix 5700 provide the ability to “drill down” into

the configuration. This allows the user to see a global view both for operation
and loading, then drill down into specific instances to see a detailed analysis of
traffic for troubleshooting purposes.

1. In the Device Manager Web interface open the Monitor folder in the
left hand pane and click NAT Statistics. Use the NAT Statistics display
to view statistics related to the instances as well as statistics related to the
public-to-private and private-to-public translations. You can also reset
the statistics.

Lipterra B diet, 3 Peauey

b rrreamni

[ Y S N —— Mt e b o A G
ae? i
e e e s e e e
[+]
Lt
P i il |
Irmilaue
— Statistics you see on your
screen may vary from what you
""" see on this image.
oromin da Pubbs Franslabon Pubik: i Preosis Traralsbonn | P |
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2. Click Private to Public Translations. Notice that these are your private
devices that need to communicate to the public network.

Lab_1: Private ta Public Translationg

Sorrbar of Pedoata{Fart

Privake ™ Pullic Skriat Totsl Hurd-ar of Packets g q)
=3

EFRTT RN 10.10.10.308
PR FRTT SR 10.10.10.11 14 14

Statistics you see on your
screen may vary from what you
see on this image.

3. Click Done.

4. Click Public to Private Translations. This is your public device
(default gateway) that needs a private address assigned to it.

5. Click Done.

Lab_1i: Public to Prvate Translations

Public * Priuabe Subnat Total Mumber of Badkats :;'B‘""’a" o Patate(Pait

Statistics you see on your
screen may vary from what you
see on this image.

Dong
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The Stratix 5700 management interface can be associated with a VLAN that is or is not
assigned to a NAT instance:

e |f its associated VLAN is assigned to a NAT instance, the management interface
resides on the private subnet by default. To manage the switch from the private
subnet, no additional configuration is required. To manage the switch from the public
subnet, you must configure a private-to-public translation.

e |f its associated VLAN is not assigned to a NAT instance, the management interface’s
traffic remains un-translated and is always permitted to pass through the port. In this

case the management addresses need to be unique for each switch.

In this Quick Start, 12 identical machines with identical IP addresses all needed
to communicate to the HMI server on the Plant network without having to
reassign new IP addresses to each machine while maintaining only one Logix
program for the 12 controllers instead of one each. The solution was to
implement Network Address Translation (NAT) on the Stratix 5700 switch to
translate the identical private addresses to unique public addresses and still
have only one program to maintain.

The important thing to remember is what IP address to use and when. If a
HMI server on the public side needs to communicate with a controller on a
machine residing on the private side, the server needs to use its public address,
which we assigned on the 10.10.10.x subnet.

Configuring a gateway translation, as we did in this Quick Start because we had
a layer 3 device on our network, allowed communication from the private
network to a device on the public network (HMI server) using its public
address.
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Rockwell Automation Support

Rockwell Automation provides technical information on the Web to assist you in using its products. At
http://www.rockwellautomation.com/support/, you can find technical manuals, a knowledge base of FAQs, technical and
application notes, sample code and links to software service packs, and a MySupport feature that you can customize to make the

best use of these tools.

For an additional level of technical phone support for installation, configuration, and troubleshooting, we offer TechConnect
support programs. For more information, contact your local distributor or Rockwell Automation representative, or visit

http://www.rockwellautomation.com/support/.

Installation Assistance

If you experience an anomoly within the first 24 hours of installation, review the information that is contained in this manual.
You can contact Customer Support for initial help in getting your product up and running,

United States or Canada |1.440.646.3434
Qutside United States or |Use the Worldwide Locator at http://www.rockwellautomation.com/support/americas/phone_en.html,

Canada or contact your local Rockwell Automation representative.

New Product Satisfaction Return

Rockwell Automation tests all of its products to ensure that they are fully operational when shipped from the manufacturing facility.
However, if your product is not functioning and needs to be returned, follow these procedures.

United States Contact your distributor. You must provide a Customer Support case number (call the phone number
above to obtain one) to your distributor to complete the return process.

Outside United States Please contact your local Rockwell Automation representative for the return procedure.

Documentation Feedback

Your comments will help us serve your documentation needs better. If you have any suggestions on how to improve this

document, complete this form, publication RA-DUO002, available at http://www.rockwellautomation.com/literature/.
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